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Abstract
In this paper we have proposed an efficient password security of Key Exchange Protocol based on Elliptic Curve Discrete Logarithm Problem. In Key exchange protocols allow a group of clients or parties with a trusted Server where they registered their password and communicate over a public network to establish a common secret key called session key. Due to their significance by in building a secure communication channel, a number of key exchange protocols have been suggested over the years for a variety of settings. Here we have taken two one-way hash functions to built the level of security high and resist Off-line dictionary attack. The protocol also does not leak any information that allow the adversary to verify the correctness of password guesses. The proposed protocol is also easy to implement for low processor mobile device such as Smart Card, PDA etc. The security of our system is based on Elliptic Curve Discrete Logarithm Problem (ECDLP).
Key exchange protocols allow two parties to agree on a secret shared secret key that they can use to do further encryption for a long message. One of these protocols is the Diffie-Hellman, which is the most used one. The Elliptic curve Diffie- Helman is considered as an extension to the standard Diffie- Hellman.

Password-based key exchange protocols assume a more realistic scenario in which secret keys are not uniformly distributed over a large space, but rather chosen from a small set of possible values (a four-digit pin, for example). They also seem more convenient since human-memorable passwords are simpler to use than, for example, having additional cryptographic devices capable of storing high-entropy secret keys. The vast majority of protocols found in practice does not account, however, for such scenario and are often subject to so-called dictionary attacks. Dictionary attacks are attacks in which an adversary tries to break the security of a scheme by a brute-force method, in which it tries all possible combinations of secret keys in a given small set of values (i.e., the dictionary). Even though these attacks are not very effective in the case of high-entropy keys, they can be very damaging when the secret key is a password since the attacker has a non-negligible chance of winning. To address this problem, several protocols have been designed to be secure even when the secret key is a password. The goal of these protocols is to restrict the adversary's success to on-line guessing attacks only. In these attacks, the adversary must be present and interact with the system in order to be able to verify whether its guess is correct. The security in these systems usually relies on a policy of invalidating or blocking the use of a password if a certain number of failed attempts has occurred.

In this research a new protocol for exchanging key between a numbers of parties with a trusted Server has been defined. This new protocol has two major advantages over all previous key   exchange protocol, first this protocol does not leak any information that allow the adversary to verify the correctness of password guesses. The second one is that this protocol does not leak any information that allows verifying the correctness of password guesses. The proposed protocol is also easy to implement. The security of our system is based on Elliptic Curve Discrete Logarithm Problem (ECDLP). The primary reason for the attractiveness of ECC over systems such as RSA and DSA is that the best algorithm known for solving the underlying mathematical problem (namely, the ECDLP) takes fully exponential time. In contrast, sub-exponential time algorithms are known for underlying mathematical problems on which RSA and DSA are based, namely the integer factorization (IFP) and the discrete logarithm (DLP) problems. This means that the algorithms for solving the ECDLP become infeasible much more rapidly as the problem size increases than those algorithms for the IFP and DLP. For this reason, ECC offers security equivalent to RSA and DSA while using far smaller key sizes. he attractiveness of ECC will increase relative to other public-key cryptosystems as computing power improvements force a general increase in the key size. The benefits of this higher-strength per-bit include higher speeds, lower power consumption, bandwidth savings, storage efficiencies, and smaller certificates.
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