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Fetching Data
Using HTTP or TCP Sockets

BlackBerry Java Applications can use HTTP,
TCP socket protocols to establish connection
wireless network

When establishing the connection over the c
network, a BlackBerry Java Application can
two wireless gateways to proxy the connec
Internet or the corporate intranet. |

The application can be designed to rely on the d
gateway that is available to the BlackBerry devi
or could be customize though your code to exp
select a preferred gateway.
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Required Network Informa

« The following is the network information th
In order to create connections

— Determine the name of the wireless net
BlackBerry device is registered with

— Verify that the BlackBerry is in networ!
— Explicitly selecting a gateway
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Required Network
Information (Cont.)

» Determining the name of the wireless networ

— The device must be registered with a wire
network for this method to work.

— This is done by Invoking
Radiolnfo.getCurrentNetworkName().

— Example

e String networkName =
Radiolnfo.getCurrentNetworkName();

o System.out.printin (“Network Name: *
networkName );
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Required Network
Information (Cont.)
 Verify that the BlackBerry is in network cov

— Use the Coveragelnfo class and
CoverageStatusListener interface of the
net.rim.device.api.system package to
the device is in network coverage
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Required Network |
Information (Cont.)
 Explicitly selecting a gateway

— Set up your application to use the preferre
for a connection and to use the default ge
when the preferred gateway is not availea

— There are two types of gateways that ca

* Using the BlackBerry Enterprise Se
Intranet gateway

e Using the wireless service provider's Inte
gateway
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 Using the BlackBerry Enterprise Server (BES) as an int

h

Types of Gateways

All traffic between your application and the BES Is ¢
encrypted using AES or triple DES encryption.

Since the BES resides behind the corporate firewal
inherent data encryption, these applications can cc
with application servers and web servers that resit
corporate intranet.

If your application connects to the Internet rathe
corporate intranet, could possibly use the BES
customer as a gateway as well. |

 Network requests travel behind the corpor:
BES, which makes the network request to the Intel
the corporate firewall.

 An IT policy can be set to enforce that the BESIS |
for all wireless network traffic, including traffic d
the Internet.
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Types of Gateways (Cont.) .

 Using the wireless service provider's Internet gatews

— applications for the devices can connect to the |
the Internet gateway that the wireless service prc
provides.

— Most wireless service providers provide their ow
gateway that offers direct TCP/IP connectivity t

— Some operators also provide a WAP gateway
connections occur over the WAP protocol. Ei
gateways can be used to establish connections tc

— If the application is intended for users on a specifi
network, this approach is recommended.

— If the application is intended for a variety of wirele
testing your program against the different Interne
and achieving a consistent and reliable experienc
challenging.
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HTTP Connection Steps

e Make sure that before you open an HTTP connec
that the deviceis in a network coverage area.

— Use the Coveragelnfo class and CoverageSta
interface of the net.rim.device.api.system pac
sure that the BlackBerry device is in network

e Open an HTTP connection
— Invoke Connector.open(), specifying http a

— Cast the returned object as an HttpConne
StreamConnection object.

HttpConnection conn = null;
String URL = "http://www.myServer.com/myC
conn = (HttpConnection)Connector.open(UR
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HTTP Connection Steps (CC

o« Setthe HTTP request method (GET or POST)
— Invoke HttpConnection.setRequestMethod().
conn.setRequestMethod(HttpConnection.P(

e Set header fields |
— Invoke setRequestProperty() on the HttpCc

conn.setRequestProperty("User-Agent”
"BlackBerry/3.2.1");

 Retrieve header fields
— Invoke getRequestProperty() on the HttpConne
String lang = conn.getRequestProperty (" Con

Language");
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HTTP Connection Steps (

e Send and receive data

— Invoke openinputStream() and openOuty
on the HTTPConnection.

InputStream in = conn.openinputStre
OutputStream out = conn.openOQutpl
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V HTTP Authentication

« Before opening an HTTP connection, veri
BlackBerry device is in network coverage

e Open an HTTP connection.

— Invoke Connector.open(), using the HT
location of the protected resource.

— Cast and store the returned object a
StreamConnection.

StreamConnection s =
(StreamConnection)Connector.ope
site.com/myProtectedFile.txt");

— Cast and store the StreamConnection ok
an HTTPConnection object. ~

HttpConnection httpConn = (HttpCon |
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HTTP Authentication (Con

« Determine the status of the HTTP connection.

— Invoke HttpConnection.getResponseCode().
int status = httpConn.getResponseCode();

 Retrieve login information from a user.

— Create code that manages an unauthorized HTTP conne
int status = httpConn.getResponseCode();
switch (status)
case (HttpConnection.HTTP_UNAUTHORIZED);

— Create arun()method and within it implement a dialc
BlackBerry device user for login information.

UiApplication.getUiApplication().invokeAndWait(new Runi
public void run()

{

.

dialogResponse = Dialog.ask;

(Dialog.D_YES_ NO,"Unauthorized Acces
wish to log in?");
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HTTP Authentication (Cont.

* Process the response of the user.
— Create code that manages a Yes dialog respo

— Retrieve the login information and close the «
connection.

If (dialogResponse == Dialog.YES)
{String login = "username:password";
//Close the connection.
s.close();

— Encode the login information.

byte[] encoded = |
Base640utputStream.encode(login.getByte
login.length(), false, false);
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HTTP Authentication (Cont.

« Use thelogin information to access the protecte

— Open a new HTTPConnection and add the atL
header by invoking
HTTPConnection.setRequestProperty()usi
login information.

S =
(StreamConnection)Connector.open(
myProtectedFile.txt ");

httpConn = (HttpConnection)s;

httpConn.setRequestProperty("Authorizatior
new String(encoded));
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Using HTTPS

* Make sure that before you open an HTTP co
verify that the device is in a network coverag

— Use the Coveragelnfo class and
CoverageStatusListener interface of the
net.rim.device.api.system package to ma
the BlackBerry device is in network cove

e Open an HTTP connection

— Invoke Connector.open(), specifying
protocol.

— Cast the returned object as an HttpsConnec
object.

HttpsConnection stream =
(HttpsConnection)Connector.open(" ht
3/");

http://cmer.cis.uoguelph.ca 17
[ . C o ISSS——



HTTPS Connections (Cont.)

 Specify the connection mode.

— If your BlackBerry is associated with a BE
an HTTPS proxy server that requires aut
you will not be able to use end-to-end T

— To open an HTTPS connection in end-tc
add one of the following parameters ta
string that passes to Connector.open(

 Specify that an end-to-end HTTPS conne
must be used from the device to the tarc
EndToEndRequired.
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V HTTPS Connections (Cont.

Specify that an end-to-end HTTPS connectio
used from the BlackBerry device to the targe
the device does not support end-to-end TLS
BlackBerry device user permits proxy TLS ¢
then a proxy connection is used: EndToE

HttpsConnection stream =
(HttpsConnection)Connector.of
s:/lhost:443/;EndToEndDesired
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Socket Connections

 Although you can implement HTTP over a socket
you should use an HTTP connection for the folloy

— Socket connections do not support BlackBer
features, such as push.

— Applications that use socket connections t
significantly more bandwidth than BlackBe
Applications that use HTTP connections

« When Opening a Socket connection, the deviceside
needs to specify whether or not the connection us
BlackBerry MDS Services [(deviceside=false)] or ©
[(deviceside=true)].
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V Socket Connection (Cont.

« If you do not specify the optional devicesid
the following results occur:

— The connection uses direct TCP by defa
BlackBerry on the IDEN network (Serie
7520, 7100i).

— On all other BlackBerry devices, Blac
Services is used by default

— |If the MDS Services is not available, the Bl
device uses direct TCP.

h
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Creating Socket Connectio

« Before opening a socket connection, verify that the de
network coverage.

« Open asocket connection using the MDS Services.

— Invoke Connector.open(), specifying socket as the
appending the deviceside=false parameter to the
The application must input their local machine’
because localhost is not supported.

prlvate static String URL =
"socket://local_machine IP: 4444 devices

StreamConnection conn = null;
conn = (StreamConnection)Connector.op
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Creating Socket
(Cont.)

e Open asocket connection over direct TCP
— Invoke Connector.open(), specifying socket as
appending the deviceside=true parameter to tf

URL.
private static String URL =
"socket://local _machine IP:44
e=true”;
StreamConnection conn = null;

conn =
(StreamConnection)Connector.of

http://cmer.cis.uoguelph.ca 23
CISS—S——

L



Creating Socket Connections-
(Cont.)

« Open asocket connection over direct TCP, specifying APN infc

— Invoke Connector.open(), specifying socket as the protoco
the deviceside=true parameter to the end of the URL. Spec
APN parameters:

« The APN parameter contains the APN over which the ¢
be made.

 The tunnelauthusername parameter contains the use
connect to the APN.

 The tunnelauthpassword parameter contains the pa
tunnelauthusername.

— The tunnelauthusername and tunnelauthpassword pa '
omitted from the connection URL if they are not requi

— If you are creating a direct TCP connection, use these paramet

— Connections through the MDS Services are automatically rou
device; therefore, no APN information is required.

prlvate static String URL =
"socket://local_machine_IP:4444;deviceside=true;apn=i
nnelauthusername =user165; tunnelauthpassword user

StreamConnection conn = null;
conn = (StreamConnection)Connector.open(URL);
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e Send and receive data.

L

Creating Socket
(Cont.)

Invoke openinputStream() and openOutputStr

OutputStreamWriter _out = new
OutputStreamWriter(conn.openOutp

String data = "This is a test";
int length = data.length();
_out.write(data, 0O, length);

InputStreamReader _in = new |
InputStreamReader(conn.openinputStr

char[] input = new char[length];
for (inti=0;i<length; ++i) {
input[i] = (char) _in.read();
};
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Creating Socket Connectic
(Cont.)

e Close the Socket connection.

— Invoke close() on the input and output str
the socket connection. |

_in.close();
_out.close();

conn.close();
— Each of the close() methods throws an IOE

— Make sure that your application implemen
handling.

http://cmer.cis.uoguelph.ca 26
B C o IINSSSS——



Datagram Connections

« Datagrams are independent packets of data t
applications send over networks.

« A Datagram object is a wrapper for the array.
that is the payload of the datagram.

* You would use a datagram connection to Se
receive datagrams.

e To use adatagram connection, you must |
Infrastructure to connect to the wireless 1
Including an APN for GPRS networks.

e Using UDP connections requires that you wor
with service providers and verify that the prov
supports UDP connections.

h
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Using Datagram Connections

Before opening a datagram connection, verify that
IS In network coverage.

Open a datagram connection
— Invoke Connector.open(), specifying udp as the
— Cast the returned object as a DatagramConnec

(DatagramConnection)Connector.open("udg
ort[;src_port]/apn");
* where:

—host is the host address in do
decimal format.

—dest-port Is the destination port at
address (optional for receiving me

—src-port is the local source port (C
—apn is the network APN In string
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Datagram Connections (Co

* Receive datagrams from all ports at the specifie
— Omit the destination port in the connection st

« Open adatagram connection on a non-GPRS

— Specify the source port number, including
mark.

— Eg. the address for a CDMA network co
udp://121.0.0.0:2332;6343/.

— You can send and receive datagrams on the se
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V Datagram Connections (Co

« Create a datagram.
— Invoke DatagramConnection.newDatagr

Datagram outDatagram = conn.newDa
buf.length);

« Add datato a diagram.
— Invoke Datagram.setData().
byte[] buf = new byte[256];
outDatagram.setData(buf, buf.length);
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V Datagram Connections (C

« Send data on the datagram connection. _
— Invoke send() on the datagram connectio
conn.send(outDatagram);

— If an application attempts to send a date
datagram connection and the recipien
on the specified source port, an IOEXC
thrown. :

— Make sure that the BlackBerry Java Applice
Implements exception handling.
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« Receive data on the datagram connection.

L

Datagram Connections (C

Invoke receive() on the datagram connec
the receive() method blocks other operati
receives a data packet, use a timer to ret
request or close the connection if a rep
arrive.

byte[] buf = new byte[256];

Datagram inDatagram = conn.newDatagra
buf.length);

conn.receive(inDatagram);
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V Datagram Connections (Co

 Extract data from a datagram.

— Invoke getData(). If you know the type of
are receiving, convert the data to the apg
format. |

String received = new String(inDatag
 Close the datagram connection.

— Invoke close() on the input and outpt
on the datagram connection object.
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e Determine if the transceiver for the WLAN is on:

— Create an IF statement that tests the value of Radiolnfo.
the value returned by Radiolnfo.getActiveWAFs()

if (( Radiolnfo.getActiveWAFs() & Radiolnfo. WAF_WLAN
« Determine if the transceiver is connected to an access poi
— From the net.rim.device.api.system package, import

— Create an IF statement that tests the value of
WLANInfo.WLAN_STATE_CONNECTED and the val
WLANInfo.getWLANState() |

If ( WLANInfo.getWLANState() == WLANInfo.WLAN_STATE__

— The WLANInfo.getWLANState() method checks if a Black!
an |IP address and can transfer data over a Wi-Fi networ
for the WLAN wireless access family is off, this method
WLANInfo.WLAN_STATE_DISCONNECTED

h
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V Wi-Fi (Cont.)

* You can retrieve status information such as the data re
connection, the wireless LAN standards used (802.112
SSID of the associated access point, or the name of th
in use

« Thetransceiver for the WLAN wireless access family r
connected to a wireless access point.

* From the net.rim.device.api.system package, import
class.

 Invoke WLANInfo.getAPInfo(), storing a reference t
WLANInfo.WLANAPInfo that this method returns.
WLANInfo.WLANAPInfo object contains a snapsh
wireless network.

e WLANInfo.WLANAPInfo info = WLANInfo.getAPInfo();

« |If the BlackBerry device is not connected to an access [
WLANInfo.getAPInfo() method returns null.

« Seethe APl reference for the BlackBerry Java Develop
Environment for more information about WLANInfo.W

L
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V Wi-Fi (Cont.)

h

Determine if the BlackBerry device is accessing a wire
through a wireless access point:

— Invoke the Radiolnfo.getNetworkService method us
Radiolnfo.WAF_3GPP parameter

— In the bitmask of the Radiolnfo.NETWORK_SERVI(
the getNetworkService(int)method returns, check
Radiolnfo.NETWORK_SERVICE_GAN flag is set |

When a 3GPP wireless access family generates a tr
determine if the BlackBerry device is accessing a W
through a wireless access point

— When the listener’s
RadioStatusListener.networkServiceChange(int netw
service) method is invoked, check for the -
Radiolnfo.NETWORK_SERVICE_GAN flag in the ser

— If this flag is set in the service parameter, the Blac
accessing a wireless network through a wireless &
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V Wi-Fi (Cont.)

h

Receive notifications of changes in the connecti
Blackberry device:

— Use the addListener()methods of the Covera

Determine if the BlackBerry device has enough
coverage to attempt a direct TCP connection t
wireless access point:

— Invoke
IsCoverageSufficient(COVERAGE_CARR
F WLAN,false)

Determine if the BlackBerry device has enough wi
coverage to attempt a WLAN enterprise connecti
wireless access point:

— Invoke isCoverageSufficient(COVERAGE M |
Radiolnfo.WAF_WLAN, false)
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V Wi-Fi (Cont.)

» Open a Wi-Fi socket connection:

— Invoke Connector.open(), specify socket as the pr
append the deviceside=true parameter and the inte
parameter to the end of the URL string value

private static String URL ="socket://local _machine
deviceside=true;interface=wifi"; |
StreamConnection conn = null;
conn = (StreamConnection)Connector.open(URL);
» Open a Wi-Fi HTTP connection:

— Invoke Connector.open(), specify http as the y
the interface=wifi parameter to the end of the URL st

— Cast the returned object as an HttpConnection or a
StreamConnection object

HttpConnection conn = null;

String URL =
"hF[p://www.myServer.com/myContent;devicesid
wifl";

conn = (HttpConnection)Connector.open(URL);

-
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V Wi-Fi (Cont.)

e Open a Wi-FI HTTPS connection:

— Invoke Connector.open(), specify https
protocol, and append the interface-wifi
the end of the URL string value

— Cast the returned object as an HttpsC
object

HttpsConnection conn = null;

String URL = "https://host:443/,
deviceside=true;interface=wifi";
conn = (HttpsConnection)Connector.open

h
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T, A
\e- USB/Serial

« USB and serial connections allow BlackBerry applications to
communicate with desktop applications and peripheral
devices connected to the BlackBerry

 |tis possibleto simulate a USB connection using the
BlackBerry Simulator

File Edit Wiew BSEEES Tools Help

II5E Cable Connected

Headset Connected. ..
v In Holsker

BlackBerry

Ratkon Ftophriest, Connected to Desktop

hange 5D Card...

Metwork Properties, .,
Provision Supplementary Services, .,
Incoming Soice Call. .

GPS Location,..
Bluetooth GPS Receiver In Range

Camera Image...
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USB Send Example

USB Send

l[lcreate the comm connection with USB as the port

StreamConnection con = _
(StreamConnection)Connector.open("comm:COM1;baudr
=8 ;parity=none;stopbits=1");

/lcreate a data output stream from the USB connection strea
DataOutputStream dos = con.openDataOutputStream();

/lthe string to send
String sdata = "This is a test";

/Isend the data
dos.writeChars(sdata);

/Iclose the connections

dos.close();
con.close();
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USB Send Example (Cont.)

ont.

In the example, a StreamConnection object Is
through the Connector.open() method

This object represents the USB connection

In the example this connection is connected
1, with baud rate at 9600bps, 8 bits per chare
parity, and 1 stop bit

Next, a DataOutputStream object is created
for transmission

A test message, “this is a test”, is then cr
assigned to the String sdata

The test message is then put into the output str
The connection and outputstream are closed
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USB Recelve Example

USB Receive

l/lcreate the comm with USB as the port

StreamConnection con = _
StreamConnection)Connector.open("comm:CO
;bitsperchar=8 ;parity=none;stopbits=1");

/[create a data input stream from the USB connecti:
DatalnputStream dis = con.openDatalnputStream;

lIreceive the data
String rdata = dis.readUTF();

/Iclose the connections
dis.close();

Lcon.close();
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USB Receive Explained

* Inthe example, a StreamConnection object i
through the Connector.open() method

 This object represents the USB connection

* In the example this connection is connecte
1, with baud rate at 9600bps, 8 bits per che
parity, and 1 stop bit

e Next, a DatalnputStream object is created
transmission

e The String sdata is used to store the incomin
e The connection and inputstream are closed
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Bluetooth

BlackBerry 7100, 7250, 7290, and 7520 were the fi
Bluetooth, version 1.1. All later BlackBerry device
Bluetooth wireless technology use version 2.0

Applications are able to create Bluetooth connec
the Bluetooth Serial Port Profile on any Bluetoo
BlackBerry device

Bluetooth Serial Port Profile, part of the JSR 8
may be used to initiate a server or client Blue
connection to a computer or other Bluetooth enable

The JSR 82 implementation added some additional
wireless technology profiles that can be used by tf
applications.

— Object Push Profile (OPP)
— Object Exchange (OBEX)
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Bluetooth

Bluetooth API - net.rim.device.api.bluetoot
— BluetoothSerialPortListener
— BluetoothSerialPort

— BluetoothSerialPortinfo

Unlike USB connections, Bluetooth conni
possible to simulate

Bluetooth development kits for the BlackBerr
simulation environment such as Casira avail
Cambridge Silicon Radio (CSR) |

More on Casira at
http://www.btdesigner.com/devcasira.ntm
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